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ADAPTIVE HYBRID CONSENSUS MECHANISM FOR
BLOCKCHAIN-BASED E-GOVERNANCE: A MACHINE
LEARNING APPROACH

We propose an adaptive hybrid consensus mechanism for blockchain-based e-governance
that dynamically selects between QBFT, PoS, and PBFT via a Random Forest classifier,
hysteresis stabilization, and a deterministic Byzantine override. Formal guarantees based
on Hoeffding and Bernstein concentration bounds ensure estimation accuracy, bounded
switching rates, and override safety. Simulations on Ukrainian presidential election data
(30M voters, 12h) show 32% throughput gain over static QBFT (958.7 vs 726.5 TPS),
99.4% PBFT coverage under 20% Byzantine attacks, and +0.4% communication energy
overhead. A 5-node Hyperledger Besu testnet validates deterministic block production
(2.0004+0.000s) and crash-fault tolerance at the | (n—1)/3] threshold; extrapolation yields
144-500 TPS at n=60. The ML approach provides a 6.9% multi-objective gain over
threshold-only switching.

Keywords: blockchain, e-governance, consensus mechanisms, machine learning, adaptive
systems, Byzantine fault tolerance.

1. Introduction. Blockchain is increasingly adopted for e-governance—
voting [1], land registries [2|, digital identity [3]—yet large-scale deployment faces
interrelated challenges. The Ukrainian presidential election (30M voters, 12 h [4])
implies ~694 TPS on average with peaks to 2,100 TPS, exceeding static protocol
capacities. Existing protocols impose rigid trade-offs: QBFT offers 726 TPS with
moderate security; PBFT provides stronger Byzantine tolerance at higher cost [5,6];
PoS scales to 3,000 TPS but with reduced resilience [7|. Few works address dynamic
consensus switching in e-governance [8,9].

We consider a permissioned blockchain with n validators running one of C =
{QBFT, PoS, PBFT} under time-varying load. The network state is:

S(t) = [TPScur, TPSpea, L(t), B(t), CPU(t), RAM(t), h(t)] e R, (1)

where B(t) is the Byzantine ratio and h(t) the hour of day. The adaptive selector
¢: S(t) — C maximizes:

max Ela-TPS(t) — 3 - E(t) — v - Risk(t)], (2)
subject to B(t) < Ti ( +), dwell time Ty, = 20s, and latency L(C;) < 5s, with
weights a = 1.0, 8 = 0.3, v = 2.0 reflecting e-governance security priorities.
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Our contributions: (1) an adaptive architecture switching between three struc-
turally distinct protocols via ML, hysteresis, and a deterministic override providing
safety independent of classifier accuracy; (2) formal bounds on estimation accuracy
under imperfect detection, switching rates, and override safety; (3) comparison with
threshold-only switching demonstrating a 6.9% multi-objective gain; (4) evaluation
on four scenarios totaling 172,796 blocks with 5-node testnet calibration.

2. Related work. PBFT [5| guarantees safety for f < n/3 with O(n?)
messages; HotStuff [10] reduces this to O(n) via threshold signatures. QBFT [11]
optimizes PBFT for permissioned Ethereum. PoS variants [7,12] replace compu-
tation with stake-weighted voting; Ouroboros [13] provides provable security under
semi-synchrony. All impose fixed trade-offs at deployment time.

Vukolié¢ [9] showed no single protocol dominates but proposed no switching mech-
anism. Sharding [8| partitions consensus zones without runtime adaptation. Cloud
autoscaling [18] provides hysteresis stabilization, which we adapt for consensus
switching. Surveys [1,14] find 85% of e-governance proposals use static consensus.
ML has been applied to blockchain fraud detection [16] and gas optimization [15];
Wang et al. [17] proposed ML-based selection for IoT but evaluated only two pro-
tocols without formal bounds or a deterministic override. Table 1 compares our
approach with these baselines.

Table 1.
Comparison with related work.
Approach Adapt. | ML | Formal | O(n) msg | Override | E-Gov
PBFT [5] No No Yes No N/A No
HotStuff [10] No No Yes Yes N/A No
QBFT [11] No No | Partial No N/A No
Ouroboros [13] No No Yes Yes N/A No
Sharding [8] No No No No No No
Hybrid BFT [9] No No | Partial No No No
ML cons. [17] Partial | Yes No — No No
E-Voting [1] No No No — No Yes
Our work Yes Yes Yes No Yes Yes

3. System architecture and method. The system comprises four layers:
(1) Blockchain Network with 60 validators running QBFT (726 TPS, 100 Wh), PoS
(2,850 TPS, 50 Wh), and PBFT (1,500 TPS, 130 Wh); (2) Monitoring Layer col-
lecting seven metrics every 10s; (3) ML Prediction Layer (Random Forest [19], 100
trees, max _depth=12); (4) Consensus Switching Layer with hysteresis and Byzan-
tine override. Wh values are notional, quantifying relative protocol message over-
head.

The switching rule is:

PBFT, if B(t) > 0.14 (override),
switch(t) = ¢ Cpreds if (t — t1ast) > 20 A conf > 0.70, (3)
C(t—1), otherwise.

A 10,000-sample synthetic dataset was generated via parameterized sweeps (TPS
100-3,000; latency 0.3-5.0s; Byzantine ratio 0-30%; CPU/RAM 10-95%; hour 0-
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23) with deterministic labels: PBFT for B(t)>0.14, PoS for TPS>800 and B(t)<0.08,
QBFT otherwise [5,6,11|. The dataset was balanced (/3,333 per class) with 15%
boundary cases. The classifier (scikit-learn 1.3.0, stratified 70/15/15 split, 5-fold
CV) achieves 99.2% test accuracy—a measure of label separability since the classifier
performs policy distillation of threshold rules, not pattern discovery. Feature impor-
tance: byzantine_ratio 67.9%, tps_current 14.2%. Under 10% additive noise,
accuracy degrades gracefully to 87.6%, whereas hard thresholds produce abrupt
misclassifications [20].
The Byzantine override bypasses ML when B(t) > 14%:

C(t) = PBFT if B(t) > 0.14, C(t) = C(t) otherwise. (4)

The 14% threshold provides a 6 pp buffer below the 20% attack scenario.
4. Formal guarantees.

Definition 1 (Adaptive Consensus System). A tuple A = (n,C, ¢, Tiin, H):
n validators; € = {QBFT PoS,PBFT}; ¢: R” — C is the ML selector; Ty > 0 is
the dwell time; H = {( T, (Eut)} are hysteresis pairs with margins A( D> 0. The
mode evolves per (3).

Definition 2 (Byzantine Ratio Estimator). Fach validator v; produces X;(t) ~
Bernoulli(p;(t)). The estimator B(t) = n~' 3.1 Xi(t) has expectation E[B] = py -
k/n + pg - (n—k)/n under detection probability ps and false-positive rate ps. For
n=60, k=12, p;=0.85, p;=0.05: E[B] ~ 0.21, above the 14% override threshold.
The override remains effective for pg > 0.5; below this, multi-epoch averaging (w
epochs, effective sample nw) recovers sensitivity.

Lemma 1 (Estimation accuracy). Let pug(t) = E[B(t)]. Since each X;(t) € [0,1]
1s independent, Hoeffding’s inequality gives:

Pr(|f>’(t) — pp(t)| =€) < 2exp(—2ne?). (5)
With w averaged epochs and known variance c%, the Bernstein bound yields:
. nw e? /2
Pr(B(t) — )< —¢) < - . 6
((B0) — (0 < —2) < exp( - 52 )

Under correlated attacks (p > 0), the effective sample size reduces to neg = n/(1 +
(k—1)p); the override responds within one epoch regardless.

Theorem 1 (Switching-rate bound). New(T) < |T/Tmin| + 1 for all T > 0,
excluding Zeno behavior. Hysteresis margins Ay > 20 ensure bounded observation
noise cannot trigger spurious transitions.

Theorem 2 (Override safety). Let 7 = 0.14 be the override threshold. During
an attack of strength Bl with effective margin ¢g = up — 7 > 0:

nwe? /2
O'2B + 50/3
For n=60, w=6, £y=0.06: pmiss < 7.5% (Hoeﬁdmg) / 2.7% (Bernstein); simu-
lation confirms 0.6%. The bound decays as O(e®M): at n=500, puis < 10713,

For election-grade safety (pmiss < 107%), n > 231 at w=6 suffices. Recovery time:
Trecov < Tmin +w - Atepoch. The bounds hold independently of ML classifier accuracy.

Pr(miss) < exp(—2nweg) (Hoeffding), Pr(miss) < exp (— ) (Bernstein).
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5. Experimental evaluation. The discrete-event simulation (SimPy 4.0)
models 60 validators in a fully-connected mesh (50-150 ms inter-node delay). Con-
sensus latencies: QBFT 1.0s, PoS 0.5s, PBFT 2.0s. Workload follows Ukrainian
election data [4]: morning 400-600, afternoon 700-900, peak 1,200-2,000 TPS.
Byzantine model: invalid proposals (50%), vote withholding (30%), equivocation
(20%). Four experiments, 43,199 blocks each (172,796 total):

(1) Normal load, 10% Byzantine. Adaptive: 958.7 TPS (+32.0% vs static
QBFT 726.5 TPS); latency 1.172s (+17.2%); consensus distribution QBFT 59.7%,
PBFT 24.9%, PoS 15.4%.

(2) Peak load (2x TPS, 17:00-19:00). Adaptive drops to 629.9 TPS (—13.3% vs
static QBFT), limited by switching overhead when load oscillates near thresholds—a
scenario where switching cost outweighs protocol-selection gains.

(3) Byzantine attack (2%—10%—20%). At 20% Byzantine: 99.4% PBFT cov-
erage; override activates in <1s. Static QBFT throughput drops ~45%.

(4) Energy. Adaptive: +0.4% vs QBFT, —22.7% vs PBFT in normalized commu-
nication energy, achieving PBFT-level security with near-QBFT message overhead.

Transaction Throughput: Full Voting Day (8:00-20:00)
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Figure 1. Throughput comparison: adaptive 958.7 TPS (+32.0% vs static QBFT
at 726.5 TPS) via consensus distribution QBFT 59.7%, PBFT 24.9%, PoS 15.4%.

Table 2.
Summary of evaluation results (12-hour simulation, 43,199 blocks per experiment).
Metric Static QBFT | Adaptive | Change
Avg TPS 726.5 958.7 +32.0%
Latency (s) 1.000 1.172 +17.2%
Comm. energy (Wh) 4,319,900 4,339,000 | +0.4%
PBFT @ 20% Byz 0% 99.4% Critical

The system executed 64 switches in 12h (5.3/h); without hysteresis: 847 (92.4%
reduction). Using multi-objective value V = a - TPS — 3 - E — v - Risk from (2),
ML-based switching achieves V' = 928.6 vs threshold-only V' = 868.8 (+6.9%). In
a separate noise-robustness experiment, the ML advantage over thresholds grows
from +0.8% at 0% sensor noise to +2.2% at 20% noise, confirming that ensemble

averaging absorbs noise more gracefully than hard thresholds. The ML component
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provides operational advantages—confidence gating (conf > 0.70) suppresses un-
certain switches; extensibility to new protocols requires only retraining—while the
deterministic override (4) remains the safety backbone.

6. Testnet calibration. A 5-node Hyperledger Besu QBFT testnet [11] (Intel
Xeon Platinum 8370C, 2 vCPU, 8 GB RAM, Docker, blockperiodseconds =2)
validates the simulation model. Block time: 2.000 + 0.000s (deterministic, o = 0
across 30 blocks). Peak throughput: 29.0 TPS from a single-threaded sender (client-
side bottleneck; validator CPU ~8%). Low-load latency: 0.97s (sub-block-period
finality). Full-mesh connectivity: 4/4 peers per node.

Crash-fault tolerance. With n=>5, fun.x=[(n—1)/3]=1. Consensus persists at
f=1 (10 blocks/30s) but halts at f=2, empirically validating the BFT threshold.
Full recovery occurs after restarting all crashed nodes.

Extrapolation to n=60. Three scaling factors bridge the testnet to production:
client bottleneck removal (x3, CPU at 8% implies headroom); Amdahl hardware
scaling (x1.7, parallel fraction p=0.65, 2—16 cores); consensus overhead (x0.96,
gossip-model ¢(60)=0.045). This yields a lower bound of 29 x 3 x 1.7 x 0.96 ~
144 TPS. The remaining x2.7 gap to SimPy’s 726.5 TPS is attributable to SimPy’s
idealized 1.0s block interval (vs configured 2.0s) and omitted EVM serialization;
since all protocols share this overhead, relative comparisons are unaffected. Gas-
limit saturation (|30M/21k] tx/block) gives an upper bound of ~500 TPS; central
estimate: /144 x 500 ~ 268 TPS. The reality discount p € [0.20,0.69] preserves
all relative protocol comparisons since all protocols share the same serialization
overhead.

7. Limitations.  Key limitations include: (1) the 5-node testnet requires
scaling to 60+ nodes with parallel senders for direct validation; fault-tolerance tests
used crash failures only, not full Byzantine injection; (2) the synthetic dataset makes
the ML component a policy distillation—99.2% accuracy reflects label separability,
not a real-world generalization guarantee; under 10% noise accuracy drops to 87.6%;
(3) absolute TPS values are simulator-specific—only relative comparisons are mean-
ingful; (4) O(n?) BFT messaging limits scaling beyond n ~ 200; HotStuff [10]
integration would be necessary at larger scale; (5) the framework targets permis-
sioned networks; the independence assumption between node failures may weaken
concentration bounds under correlated Byzantine attacks.

8. Conclusions. The main contribution is a probabilistic safety analysis
of an adaptive hybrid consensus mechanism using Hoeffding/Bernstein concentra-
tion bounds under imperfect Byzantine detection. The mechanism switches be-
tween three structurally distinct protocols (QBFT, PoS, PBFT) with a deterministic
override independent of ML accuracy and formal switching-rate and override-safety
guarantees. A 5-node Hyperledger Besu testnet confirms deterministic block pro-
duction (2.000 £ 0.000s) and [(n—1)/3] crash-fault tolerance; extrapolation yields
144-500 TPS (central: 268) at n=60. Simulations on Ukrainian election data show
32% throughput improvement over static QBFT, 99.4% PBFT coverage during 20%
Byzantine attacks, near-baseline communication energy (+0.4%), and 6.9% multi-
objective gain over threshold-only switching. Override safety remains effective for
pq > 0.6; scaling to n > 231 reduces pmiss below 1076, Future work: 60-node bare-
metal deployment, Byzantine-injection testing, HotStuff integration for n > 200,
and reinforcement learning for online policy optimization.
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IMensk B. O., JIro6incbkuit B. B. Ajanruauii ribpuHuii MexaHi3M KOHCEHCYCY
JIIg 6JIOKYEH-OPIEHTOBAHOTO €JIEKTPOHHOT'O yPSIyBaHHS: IT)IXi/] HA OCHOBI MaIIIIH-

HOI'O HaBYaHHAI.

3alponoHOBaHO aJAITUBHUN MiOPUIHII MeXaHi3M KOHCEHCYCY st OJIOK e iH-0pieHTOBa-
HOT'O €JIEKTPOHHOTO yPsilyBaHHs, IO AuHaMigHO nepemuKkaeTbes Mizk QBFT, PoS Ta PBEFT
3a goromororo kiacudikaropa Random Forest, ricrepe3ucy ta merepmimicTuanOoro OBEp-
paiiy. @opmasbai rapanTil 6a3yoThcs Ha HepiBHOCTsX Xedsinra ta Beprmrreitna. Cu-
MyJIsIil Ha JAHAX YKPAiHChKUX Mpe3nieHTchkux Bubopis (30 mura Bubopris, 12 rox) me-
MOHCTDYIOTh HOKPAIeHHsI IIPOILyCKHOT 31aTHOCTI Ha 32% (958.7 nporu 726.5 TPS), 99.4%
nokpurTsa PBFT npn 20% BizanTiiicbkux atakax Ta +0.4% eHeprocnoKnpaHHsl. 5-By3JI0Ba
TecroBa Mepexka Hyperledger Besu minrBepmxkye merepminicTudne BHPOOHUIITBO OJIOKIB
(2,000 + 0,000 ¢) i crifikicrs 1o BimmoB | (n—1)/3]; excrpanonsiisa nae 144-500 TPS npun
n=60. ML-minxizx 3a6esneaye 6,9% NoKpalleHHs 3a MyJIbTUKPUTEPIAIBHOI0 METPUKOIO MO~
PIBHSIHO 3 IIOPOI'OBHM [T€PEMUKAHHSIM.

Kuaro4doBi cjoBa: 6Ji0K9eliH, eIeKTPOHHE yPSIAyBaHHsI, MEXaHI3MU KOHCEHCYCY, MAITHHHE
HaBYAHHA, aJallTUBHI CUCTeMHU, Bi3aHTIChKa CTIMKICTh.
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