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ADAPTIVE IOT-BASED LOGISTICS SYSTEM WITH EDGE
INTELLIGENCE AND SECURE INTEROPERABILITY LAYER

The article examines an approach to building an adaptive logistics system based on IoT
using Edge Computing, AI Layers, and an interoperability Integration Layer. A multi-
layer architecture is proposed that covers the full data processing cycle – from sensor data
collection to decision-making and integration with enterprise systems, with a focus on re-
ducing latency and improving adaptability. The study analyzes key architectural layers:
IoT, Edge, AI, Integration, and Security. Edge Computing enables data processing near
sources, reducing central load and supporting real-time responses, while the AI Layer pro-
vides predictive analytics, anomaly detection, and route optimization. The Integration
Layer ensures data unification, normalization, and integration via standardized APIs, as
well as interaction with ERP, WMS, and TMS systems. The security model is based on
encryption, authentication, and the zero-trust concept, ensuring data integrity, confiden-
tiality, and availability. The results show that integrating IoT, Edge Computing, and AI
improves performance, scalability, and reliability of logistics systems while reducing oper-
ational costs and supporting intelligent logistics development.

Keywords: IoT, Edge Computing, AI, logistics systems, route optimization.

1. Introduction. Modern logistics are evolving with IoT, AI, and Edge Comput-
ing. Increasing data volumes, faster response requirements, and higher transparency
demand adaptive, scalable solutions, as traditional centralized systems cannot pro-
vide sufficient performance or flexibility. IoT enables real-time cargo monitoring,
vehicle tracking, and automation but introduces challenges in data processing, re-
liability, interoperability, and security. Integrating IoT with Edge and AI supports
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distributed processing and decision-making, while Middleware coordinates heteroge-
neous components and the Security layer ensures protection and resilience, making
a unified architecture a critical scientific and practical goal.

2. Problem Statement. The purpose of this work is to develop an adap-
tive multi-level IoT-based logistics architecture integrating Edge Computing, an AI
decision-making module, a Integration Layer, and a comprehensive security model
for real-time data collection, processing, and utilization. The objectives are to re-
duce data processing latency, optimize resources, improve forecasting accuracy and
system adaptability, and ensure secure interaction between heterogeneous compo-
nents and enterprise systems (ERP, WMS, TMS). The work also formalizes data
processing across architectural levels, identifies key functional components, and jus-
tifies their interaction within a unified intelligent system.

3. Analysis of Recent Research. Recent studies highlight the evolution
of IoT from simple tools to integrated ecosystems combining blockchain, AI, and
5G, enhancing transparency and security in logistics [1]. Research also explores
frameworks for autonomous supply chains and the role of generative AI in strategic
management [2], with growing emphasis on resilience, cybersecurity, and real-time
monitoring [3]. In warehousing, IoT and AI enable intelligent monitoring and dis-
tribution systems with high efficiency and robustness [4]. Maritime logistics focuses
on large-scale data collection and standardization for management optimization [5].
Decentralized solutions using blockchain and smart contracts (e.g., Hyperledger Fab-
ric) reduce dependence on central control by automating operations from sensor data
[6]. Implementing Industry 4.0 requires readiness assessment across IT infrastructure
and sustainability dimensions [7]. Scaling IoT solutions faces cost and cybersecurity
challenges, addressed via cloud computing and big data [8]. IoT-based simulation
models aid the design of smart cold chains [9], and adaptive optimization using sen-
sor data can extend product shelf life by up to 18% through real-time temperature
control [10].

4. Main Results. The proposed multi-level architecture provides a complete
data processing cycle in logistics, from IoT data collection to intelligent analysis and
integration with corporate systems, while addressing security requirements. Inter-
action between IoT, Edge, AI, Integration, and Security layers forms an adaptive,
scalable system capable of efficient operation in dynamic logistics environments.

The IoT layer collects and transmits data from the physical environment, mon-
itoring cargo conditions (temperature, humidity, vibrations), tracking vehicles and
assets via GPS, and enabling automated identification with RFID. Data are sent via
lightweight protocols like MQTT and CoAP, ensuring energy-efficient, low-latency
communication and a continuous flow for further processing.

The Edge layer processes data near the sources, reducing latency and central
load. It filters, aggregates, and analyzes data locally, enabling rapid responses to
critical events and seamless transfer of processed information to higher layers. This
improves system performance, reliability, and autonomy.

The AI layer provides intelligent processing and decision support using machine
learning and analytics. It performs forecasting, anomaly detection, route and re-
source optimization, delay prediction, cargo risk assessment, and adaptive planning.
By integrating prior-layer data, it generates actionable decisions that enhance sys-
tem efficiency, flexibility, and adaptability.
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The Integration layer coordinates interactions among system components and
external platforms, unifying and normalizing data, providing standardized API ac-
cess, supporting asynchronous messaging, orchestrating processes, and integrating
with ERP, WMS, and TMS. It ensures interoperability, scalability, and flexibility,
acting as a central element in IoT-enabled logistics system.

The Security layer protects data and system components at all stages through
encryption, authentication, authorization, access control, and anomaly detection.
Applying zero-trust principles, it verifies every request, ensuring system integrity,
confidentiality, and reliability.

The architecture’s structure and component relationships are best illustrated in
a block diagram, clearly showing data flows, processing logic, and layer interactions.

Figure 1. Multi-level architecture of an IoT system for logistics with integration
and security.

Data flows from IoT sensors to the AI and Integration layers, with security
enforced at every stage. The IoT layer collects and prepares data for Edge and AI
processing, ensuring continuous, reliable streams for cargo monitoring and vehicle
tracking [11] using heterogeneous sensors and energy-efficient protocols [12]. GPS
trackers, temperature sensors, and RFID devices provide comprehensive logistics
information.

GPS trackers continuously report real-time geolocation of vehicles, cargo, and
containers, supporting route monitoring, speed and delivery time assessment, and
overall logistics performance analysis [13]. This enhances supply chain transparency
and enables prompt response to route deviations or delays.

To calculate the distance between two geographical points determined by GPS
trackers, the haversine formula is used [14]:

𝑑 = 2 ·𝑅 · arcsin
√︂
sin2 (𝜙2 − 𝜙1)

2
+ cos (𝜙1) · cos (𝜙2) sin

2

(︂
𝜆2 − 𝜆1

2

)︂
(1)

where 𝑑 – distance between two points, 𝑅 – Earth’s radius, 𝜙1, 𝜙2 – latitudes,
𝜆1, 𝜆2 – longitudes.

Temperature sensors monitor sensitive cargo, while RFID automates tracking
and inventory management. Lightweight protocols like MQTT and CoAP ensure
efficient, low-latency communication. The IoT Data Acquisition layer provides con-
tinuous, standardized data from GPS, sensors, and RFID, supporting reliable mon-
itoring, analytics, and logistics management.

The Edge layer processes data near the source, reducing latency and central load.
It filters noise, removes errors or redundancies, and aggregates data before sending
it to the cloud or corporate systems. This enables real-time operational decisions,
crucial for logistics events like route changes or cargo issues [15]. System latency
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can be expressed as the sum of delays across processing stages:

𝐿𝑡𝑜𝑡𝑎𝑙 = 𝐿𝐼𝑜𝑇 + 𝐿𝑒𝑑𝑔𝑒 + 𝐿𝑐𝑙𝑜𝑢𝑑 (2)

where 𝐿𝑡𝑜𝑡𝑎𝑙 – total system latency, 𝐿𝐼𝑜𝑇 – latency at the IoT level, 𝐿𝑒𝑑𝑔𝑒 – latency
at the Edge level, 𝐿𝑐𝑙𝑜𝑢𝑑 – latency in cloud processing.

Edge nodes analyze data locally, sending only aggregated or anomalous values, re-
ducing network load and boosting autonomy. Edge Computing ensures performance,
reliability, and real-time logistics support. The AI Layer processes IoT and Edge
data into actionable insights for forecasting, optimization, and responses. Predictive
analytics uses historical and current data [16], including delivery times, delays, and
cargo risks, via machine learning models for real-time supply chain decisions.

For example, delivery time prediction can be performed using a linear regression
model:

𝑦 = 𝛽0 + 𝛽1𝑥1 + 𝛽2𝑥2 + . . .+ 𝛽𝑛𝑥𝑛, (3)
where 𝑦 – predicted value (e.g., delivery time), 𝛽0 – constant (bias), 𝛽𝑛 – model

coefficient, 𝑥𝑛 – input values (distance, traffic, weather condition, etc.).
The AI Layer identifies anomalies in IoT and Edge data, such as temperature

spikes, unusual routes, or delays, using machine learning and statistical methods,
triggering alerts or adaptive responses to enhance safety and reliability. It also per-
forms route optimization, calculating efficient paths based on delivery time, vehicle
load, traffic, weather, and cargo risks using genetic, nearest-neighbor, graph-based,
or ML algorithms. Integration with GPS and IoT data enables dynamic adjustments,
reducing delivery time, cutting costs, and improving overall logistics efficiency.

The proposed block diagram illustrates the internal structure of the AI Layer
and the sequence of data processing from IoT and Edge layers. Data first undergo
predictive analytics (forecasting delivery time, risk assessment, resource planning),
then pass through anomaly detection (identifying deviations), and finally reach route
optimization, where optimal routes are calculated based on current system condi-
tions.

Figure 2. Block diagram of the AI Layer (Decision Engine).

The block enables real-time decision-making: data are transformed into predic-
tions, anomalies detected, and optimal actions suggested. Results go to the Inte-
gration layer for ERP, WMS, or TMS synchronization and to the Security layer for
protection.

The Middleware coordinates IoT, Edge, and AI flows with corporate systems,
standardizing and managing data via APIs. The API Gateway routes requests,
enforces authentication, monitors usage, and supports scalability, simplifying com-
munication across all layers. Data Normalization unifies heterogeneous inputs, re-
moving inconsistencies and duplicates for accurate higher-level processing [17].

For data unification, min-max normalization is used:

𝑥′ =
𝑥− 𝑥min

𝑥max − 𝑥min

(4)
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where 𝑥′ – normalized value, 𝑥 – original value, 𝑥min – minimum value in the
dataset, 𝑥max – maximum value in the dataset.

Data Normalization standardizes formats (e.g., ∘C, WGS84, timestamps), ag-
gregates similar inputs, corrects errors, and prepares data for seamless use with the
API Gateway and corporate systems (ERP, WMS, TMS). This creates a unified,
clean data stream, improving analytics, decision-making, and subsystem interaction.
Middleware integration applies IoT, Edge, and AI outputs to logistics operations:
ERP manages resources and orders, WMS handles warehouse and inventory con-
trol, and TMS supports transportation planning, tracking, and cost optimization.
This integration turns data flows into actionable management, enhancing efficiency,
transparency, and adaptability.

The Security layer safeguards data and system stability across all IoT levels,
ensuring integrity, confidentiality, and availability. It uses encryption (e.g., TLS)
for transmission and storage, authentication and authorization for role-based access,
and a zero-trust model that verifies every request [18]. In summary, combining these
mechanisms provides comprehensive protection, system trust, reliability, scalability,
and readiness for deployment.

For a better understanding of the architecture, it is useful to consider typical
system operation scenarios. These scenarios illustrate the sequence of data pro-
cessing, interaction between architectural layers, and transformation of information
from acquisition to actionable decisions. At the first stage «sensor → data»,
IoT devices collect primary data. Sensors monitor parameters like temperature,
humidity, and geolocation, converting them to digital form with metadata (device
ID, timestamps) and sending them to the system. Data pass from sensors to the
communication module, preparing them for transmission to the next layer.

Figure 3. Scenario of primary data flow formation at the IoT level.

At this stage, a structured, processable data stream is formed, reflecting the
current state of logistics objects. In the second stage «edge → processing», IoT
data are sent to the Edge layer for preliminary processing: filtering, aggregation,
and local analysis reduce volume, remove noise, and extract relevant information.
Critical deviations can trigger independent Edge responses, lowering latency and
enhancing system autonomy.

Figure 4. Scenario of preliminary data processing at the Edge level.

The Edge layer serves as an intelligent intermediary between IoT and AI, pro-
viding real-time processing, reduced latency, and local responses to critical events.
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In the third stage «AI → decision», processed data reach the AI Layer (Decision
Engine) for analysis and real-time decision-making. Data pass through predictive
analytics, anomaly detection, and route optimization, with deviations prompting ad-
justed decisions or alternative actions, ensuring system adaptability and resilience.

Figure 5. Scenario of data processing at the AI level and decision-making.

Thus, the AI layer serves as the central decision-making component, enabling
adaptive management of logistics processes based on predictive analytics, anomaly
detection, and route optimization. At the final stage «system → action», AI
decisions are transmitted via the Integration layer to ERP, WMS, and TMS systems,
triggering route changes, order updates, notifications, or automatic execution of
operations.

Figure 6. Scenario of implementing decisions in a logistics system.

Thus, at this stage, a full transition from analytics to action occurs: the system
automatically or semi-automatically executes management decisions, improving ef-
ficiency, responsiveness, and coordination of logistics processes.

The proposed multi-level IoT architecture enhances efficiency, flexibility, and re-
liability in logistics. Combining IoT, Edge Computing, AI, and Middleware provides
the foundation for next-generation logistics systems.

The system offers high adaptability, with the AI Layer and real-time processing
enabling rapid responses to delays, route changes, or transport condition violations.
Edge Computing ensures fast data processing and low latency, supporting real-
time logistics decisions. Costs are reduced through route optimization, efficient
resource use, process automation, and minimized data transmission. The modular
architecture and Integration Layer allow easy scaling from local networks to global
supply chains. Together, these features create an logistics system that enhances
efficiency, reliability, and competitiveness in the digital economy.

5. Conclusions and prospects for further research. The results demon-
strate that IoT enhances transparency, automation, and logistics efficiency, though
issues like latency, central resource overload, and security remain. The proposed
architecture mitigates these with distributed processing, Edge Computing, and in-
telligent analytics. Its main contribution is a unified adaptive system integrating
IoT, Edge, and AI, improving performance, resource efficiency, and decision-making.
Middleware and the Security Model ensure interoperability and protection. Future
work includes digital twins for real-time modeling, autonomous logistics, federated
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learning, and energy-efficient IoT solutions, with real-world implementation needed
to assess effectiveness and refine the system.
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Жовтанi Р. Я., Чорнiй А. М., Яворський П. В., Зимомря O. M., Цi-
пiньо Ю. М. Адаптивна логiстична система на основi IoT з периферiйним
iнтелектом та захищеним шаром взаємної сумiсностi.

У статтi розглядається пiдхiд до побудови адаптивної логiстичної системи на осно-
вi Iнтернету речей (IoT) з використанням периферiйних обчислень (Edge Computing),
модулiв штучного iнтелекту (AI) та промiжного програмного забезпечення для за-
безпечення взаємодiї. Пропонується багаторiвнева архiтектура, яка охоплює повний
цикл обробки даних – вiд збору даних з датчикiв до прийняття рiшень та iнтегра-
цiї з корпоративними системами, з акцентом на скороченнi затримки та пiдвищеннi
адаптивностi. У дослiдженнi аналiзуються ключовi архiтектурнi рiвнi: IoT, Edge, AI,
iнтеграцiя та безпека. Edge Computing дозволяє обробляти данi поблизу джерел, змен-
шуючи навантаження на центральнi сервери та забезпечуючи реагування в режимi ре-
ального часу, тодi як модуль AI забезпечує прогнозну аналiтику, виявлення аномалiй
та оптимiзацiю маршрутiв. Рiвень промiжного програмного забезпечення забезпечує
унiфiкацiю, нормалiзацiю та iнтеграцiю даних через стандартизованi API, а також вза-
ємодiю з системами ERP, WMS та TMS. Модель безпеки базується на шифруваннi,
автентифiкацiї та концепцiї «нульової довiри», забезпечуючи цiлiснiсть, конфiденцiй-
нiсть та доступнiсть даних. Результати показують, що iнтеграцiя IoT, Edge Computing
та AI покращує продуктивнiсть, масштабованiсть та надiйнiсть логiстичних систем,
одночасно зменшуючи операцiйнi витрати та пiдтримуючи розвиток iнтелектуальної
логiстики.

Ключовi слова: IoT, Edge Computing, штучний iнтелект, логiстичнi системи, про-
гнозна аналiтика, оптимiзацiя маршрутiв, кiбербезпека.
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